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Abstract With the increasing risks of Internet of vehicles (IoV) attack, the network security threats of vehicle-mounted sys-
tems , vehicle-mounted terminals, vehicle-mounted information and service applications, the operation and service platform of intel-
ligent connected vehicles (ICVs) are prominent. Information tampering and virus intrusion in the generalized network attack have
been proved to be suitable for the attack of ICVs. The characteristics of weak password authentication and weak encryption in
traditional ToV are hard to satisfy the current requirements of multi-network and multi-node security protection in the field of
IoV. In addition.the lack of domestic security encryption authentication mechanism and the imperfect encryption authentication
system make it more difficult to satisfy the requirements of IoV security. To solve the problem of IoV security encryption authen-
tication, the paper studies IoV security encryption authentication technology in the age of big data. Firstly. this paper introduces
the current situation and relevant concepts of IoV security in the era of big data. Then it contrasts and analyzes the current IoV
security architecture,and puts forward IoV security encryption authentication system in the era of big data,and elaborates sys-
tematically the IoV security technology architecture and the encryption authentication way of IoV communication module. Then
the architecture proposed in this paper is compared with the information security standards of the IoV and elaborates key technol-
ogy and innovations of the IoV security encryption authentication. Finally, the paper summarizes and proposes the problems and
challenges faced by the current security encryption authentication technology of ToV.

Keywords Internet of vehicles security,Security threat, Network attack,Security protection, Encryption authentication

FH H#1:2021-04-11 SREHWI.2021-07-25

B TH E R ARBHA RS (61902044,61672117,62072060) 5 [1{ 5 F i F & 71 2] (2018 YFB2100100. 2018 YFF0214700) 5 . P T B4 1 3 551 H
Bl B2 5 R R B9 L T (este2019jeyi-msxmX0589) 5 R 7 47 4 45 301 H (CSTC2017jeyjBX0025 , CSTC2019jscx-zdztzxX0031) 5 H 4 i 4% 1
AFHE AL %5 9% (2020CDIQY-A022)

This work was supported by the National Nature Science Foundation of China(61902044,61672117,62072060) , National Key R &. D Program of
China ( 2018 YFB2100100, 2018 YFF0214700 ), Chongqing Research Program of Basic Research and Frontier Technology ( cstc2019jcyj-
msxmX0589) , Key Research Program of Chongqing Science & Technology Commission(CSTC2017jcyjBX0025, CSTC2019jscx-2zdztzxX0031) and
Fundamental Research Funds for the Central Universities(2020CDJQY-A022).

EAFVE# 22 F4E (lixinvhua@cqu. edu. cn)



RV AF OB I AT 425k 22 A VIR B R AT S 4 A

341

1 3l

VEAE SR, B A VR 4 1 R TSR HLR = BRI 4 3
i N R AW R s N IR/ 4 EE GRS P A Es e F AN DR
AR T7 1) A o S NG 7 S I IR R S I G
REfE T R REE L AR SR S R RE DR O N T
L A TR AT Y (R B VR G e Al L I e AR
BERAN AR & R A KU RO B g5 L R ARG
BB 2 v AR B 5 IR S5 L B RE IR 4258 B IR 45T
B S5 49 THT I AS ) 2 B 0140 22 4 G, A% B2 10 T 4% 15 IR B O s 2
MRS TF B B il W T T B0 R R YR 4. 4 2013
4E Charlie Miller&.Chris Valasek i 7% 4 #% OBD 2 L% /& T
FHESSIEED ;2015 4£ 1 A .% 5 Connected Drive & fig
0 R G R AT AE A T BOBOE T A I B
B RURES 52015 47 2 7,38 A Al 35 300 Onstar £ 38R S8
BB ANRIFER 2015 4F 7 L, AR B K BR T AR Ucon-
nect FEH ARG M 2 ;2016 4F 9 F, 15 BB 5L 56 % X0 R
Hrhr ModelS #E4T T 0 72 W 5 52 B, B D A AR O 45 1 42
ZEHR W 22 A AN A2 WA 2 A N R4l 22 A5 L 38 7] RE T B EE K Y
A A RN PR A B O R KA S e R, (4,19 PF
RN E AR R R B TR L RO S R A R, % 4
RRENF A . B R IR L %A TR 1l A
BREMBOREE SR T R R RN EENE,

H om0 25 e B R Z ek R, 2017 4F 8
H 5 25 52 T T T (i 52 T 4 A TR (NHTSAD &A1 37 (1
HOANEHM ARG B2 E 2.0), ZREET &R
Jite o XoF 15 26 Jg T AR ) 4 s IR T 6 2 05 A B R AT Y 4%
LVPA 52017 4 8 7, 3 [ BUR A AR R RE IR V7 TR 2% 22 4
SREEIE ) s B T 2017 4F 6 1 HIER S A A R
] X 2% 22 A ik ) W B SR B 46 2 ) L 2R 16 I 42 8 R 7R N Y
HRIB B H I RAT W 4 e AR US55 32 BURM AL 23 1 i
BRI S TAETT O E i 2025) & 20K 1R 2R W 4% 4 4
) g B HE Al [R) A AT O 5, A BEE A o W T SR R 55 07
FHE 2y 22 K P R A AR A G B PR R BRI B D B
BLA B AR I A B B AR R B O R IR 4 5 5 BE SSE 1Y
REMESERE.

KWK, &) —H BB T AW 4 4, i 15026262
B S 2T 2R B 41 O R 4R A D) e 2 K dg L (H 2 AR
3 o 2L B G A B R IR Y J7 S AT OIE TGk T 2 A
1R 08 I 4 1 75 5K T A7) Bl e O 3 AR E 9 O 20y ) 42
I I 48 BEF 15 HEAT 0 4 0T . TR R 90 T 7R A R 00
G5 R BR G L A A o R HUE B A5 IR S5 T B R TR Ik
WEBEMSTFEZ I ZEAELFE R RREE-4E -
FMEHZTMEE LA, BARERN) ZHE 580,
B A A B B i 7 2 R ) 22 4 R R 5 A TE AR B N B 0 DA IE
FVIE 15 0 5 J5 T A AR AR X 55 5 BRI W &Y S 2 TR A
TEZ 2z A A, HAR AR

(D Z 2 A AEHL ] S B 22 A m) f, Bl A V32 R
R BE M4 , E W G R Bk B R, B Tk
BT 2 AN TEHL ] L 2T T 25 ) 8 a7 f B B R 5 BT B
A 2R B0 B AR X AR I R 2 2 Y T ST AL TR AP B B
ARG EE AR LA 4 BRI N 22 2 2 R0 2

il

(DBRZH—HFB RS G5 KL R, 754
06 [P0 1 3 A v BBk 2 4l 1 7 M0 T Y L AR B L H
] A i A S ST B PO A AR B B AR R B 5 — B
IR HF 6 B Z 425 949 50 2 T A XL DA . PRI, 2K
i & T AE A SR AR B AR IR AR SCE B 0 3 Bl L
M A R ) 2% 1Y R 2 I R R 42 4 M A R T RE S B

(3) To V& PR R B 38 B FAME T S BORY 22 2 [a) L, 4 Tk 0
Pt e B S AR P R AR 2 . B RTSRZ IR
LA N IR AR R0 R BB AR 5 W AR BRI R T A O iR
55 O 5 S uit o B, BSOHE 1 B A A X L A B e M ds 4 o
B3 WA F .

A Fif PR TR TS A 4 A IR AL T HL AR R T Y AR B
A P A DCUE AR R A S T U R S TR R R I IR
B0 bR U 8 B4 B 65 S 80 190 2653 £ 1) XL T AAIE o PR TR 4K
i AL VR SRR L AR SCHR T — i A 00k ) 2 4 o 2% A
TEARAE SO 2 R ANIR IR 1 AT I B I 4% e e S T AR
DA T A2 8 77 166 ) 2 A i 8 S TE A 2R 7 7 24 i) 2 356 ) <22 42
T DAL B A7 78 B [0 2805 25 3 9 X G 40 AT T 2 I 4 BRI £
AR B T T OR BN AU A G R 4 AR AR
I ) R T AR P A B B T RE L IR IR A R T Y
HARZ R G Y[R (E L 2R AT T X7 55 4 1
TEARA 48T Hf 3l 2 Bk ) 22 A i AR A R R A OB R
555 WM T R A4S 05k IR I 4 22 4 T T I ) R Pk
TR RS 4 ST R 2R 006 ) I 4 22 42 (0 R R o B RS B 7 4
VR E TN,

2 EBRMZEHE

R PR TR R 2 kT A RS B HLHR L 4 PR R e
PR A4 B 24 5 B B 38 T b o 508 AR PR A V2X Z ]
TP IR AR B2c e LA R LGB AR RG24 . TR IR 1Y K 4 3
T R AL T R R RE B S MR B IS5 5 R RE Tk S AT B
WA Wifksh 7 — A M R

TR R G A B 3 R A, ) S R R R
AR IR o SRR 3 TR T T A R AR R A RS AR
S 26 2 T2 2 D JE 4B A R 45 5 AR e AR S AL BB R
R S B AE 8 B RE AL B, N T2 R A X 3208 A B R 5 1Y

f

li

4

€

R U URSR: R o R B IQUPSE R N

> oE %

&
BB BRI IR 55 b, R I P % A ) B — 4 i, A
A R M 2 A B R AR SRR A G R 2 A )
558 WL M ek T
1 FEMNREERIE

B L AR B —AUE B R N 4
5% EH5E . ESNEHRSE T A0 MN% T L%
0, 1981 A AR A RS HAE 2 7 B /R IR &
Y, S RBF & T 58— 3 B IR T 3 A . (H R B 2 0 45 R
1 K R R B AT » BAS YR ZE 0 B O 2k e R G R T
RGN A LAN FUR AT BT Y o 5 40 55
HF, Xk, H A IR R R TR I 2 4 I R R T A R
7 B R 5 ZE B e A g E SUHR

1999 4F, 35 F BRI 15 2 5L &0 5. 9 GHz 567 i+ 4= 1)

WG R A 5 E B IE X #2002 — 2004 4R, 3%

e
il
%
2.



342

Computer Science TEHMEL2:  Vol. 49,No. 4, Apr. 2022

FFIR AT A48 %2 A 1130 2t Rl () B ) 3 A0 3T Ak 22 b C 2% 3
FHARGRBHETELENAMNEGR R (FEQHE
DSRC.2.5G/3G # %5 W 4 . ¥ 7F .\ IEEE802. 11 %)M, 2016
AF 12 H 32 38 H & A (B AL 8h 4R e bR 58 150
50 LUGR B A2 I06 00 B3040 22 4L B 1R PRR T .

FEBR [ ,2020 4F 12 F A, ok A 54 0995 42 08 & K
QR E T 4 2 A 0 4% | 19 45 22 4 0 18] | AIF 58 AL AL B0 )
AR ISO/SAE 21434 FRfEM B A TEA SRS TIRERFR
AR BRERLIE 1SO31434 BRI, Jhy 4 th AL 4 16 ) 42 4 1) % e 24
BT IR

2017 4E A HFEHR L EEHBNES T P ERE
AR FE o0 42 3k S i) 0 7 06 D0 I 6% 22 4 1 B A5 ) R W T
s R TR TR 22 4 1 & AR B T 1) 5 2020 AR b DR
LT RERFIEBE A A FR A AL E R (R0 5 58 MBI T 5%
Bi A BRA A AT LS R K = AR B & 2 k. kA0 T (R g
WIS B I A R B ). JH A B B R, 2016 — 2018
EREG BT W — E AR 20000 L @l

F#1
Table 1

R, 2018 SRR E MR B & AT A ML B 495 12, [ o1
1 20,9090 . XA BRI 4% 22 AT 3% 700 W92 S, TR )
%22 2l AT AR AR R A B PR I 1 R

2400%
2350%
2300%
2250%
2200%
" 2150%
| 2100%
2050%
20.00%
1950%

2016

2017 2018 2019E 2020E  2021E

Pl 1 e o 6 22 4 T g % TN A4l 1)
Fig. 1 China cyber security market and forecast data'!®’
2.2 FEMZEHEE
2.2.1 £HMEAhbo%

HRM G BT o LR IJLRS B s Kk APP %
S TR A | 7 0 A A I A R T e T
mE 1 Ky,

FER MR R L2y

Classification of Internet of vehicles information security

Type Child class

Instructions

Cloud security

Cloud services and cloud data security

Backend data security based on cloud service and cloud data

Wireless Communication Security

Communications security

Near-field and physical communication

security

Communication security in the process of “mobile phone-
backend-vehicle” communication
NFC, Bluetooth, USB,OBD and other

communication security

On-board terminal safety

On-board terminal system and APP security

Hu system, Hu APP security

Mobile Terminal Security

Mobile application APP security

Mobile phone terminal and APP application security

Internal safety of vehicle

Vehicle electronic ECU module, gateway, CANBUS

communication security

ECU module, gateway and CANBUS security

(DG 6 = o 4
FRRPR 45 F & 2 12 4 98 5 5 B IR %5 1Y = o F
ERUEK S Y PSS SEPSEIRIE N AN R AR ISR Tt

loud

kA."’\‘
-

’_ = (m:@ Vehicle Control Platform
>

= Call Center Applications

B RESC I A A VLR S W L R T I I O R 4 A R
% AR KA TR AG BE AR S A 2 2 RE
IR .

DIES
) Authentication of Users
@ Cloud token attack

SQL Injection

<
Channel ) 4 ( Data Isolation) @ Network Isolation>\
— / \
@ = —— | (@ Data Encryption) ( Access Control) I
Satellite /
2G/3G/AG/LTE-  gpp 11 ications  Bluetooth wirt o () Safety Audit
VX P Communications o=l T ) 4 _( __________ _ )’
[Seo | = — > ccess Control
Device S wow 3 A Control
Oé’i;?et:::g APP OBD (1 Identity Authentication)

Bus T-BOX OTA /& Application of Encryption

ECU Sensor Utility vehicle key @ Anomaly Detection

@ Safe Launch

ICV-1 ICV-2
B 2 AR 2 - i A AR (R T A R ()

Fig. 2 Cloud-tube-end security architecture of Internet of vehicles

MIEL 2 raT LA 4 36 0 IR 25 5 76 42 Bk ) 4 4 v Y oz
BB AR 55 B A TR e TG 2k IR 2% Dy 2 o A B A
. mTHEREMEEMEET I EHAN, S84 5
Bz AR A, D ER -
A o B R A D SR A T AR S A e e U T B A Y

AR A O i P R AT ) S L e 4 o AR A R
PG B — 2 2 S B 5 1) 42 T AE AL o) TG 35 it ke 22 SRR 5
HRTRE B 2 2 U DRI s B A T I B 35 IE 1]
RO A A [ RS0 O R4 A 22 A R4 . 7 BRI IR 55 °F & )=
7 . P 3 T8 I 446 AR 55 B0ati  SQL W AL 5 i AR Bt



RV AF OB I AT 425k 22 A VIR B R AT S 4 A

343

FH P UGIESE AL P 1422 4 A5 AU

j‘?%ﬁiiﬁﬁﬂf‘“ﬂ&%ﬂ')% HELEBRMNE GRS KZE
HF Linux BIERS . W &MWL Linux B A WA GRS
s BLCECAR EARBUT P E R

(D BFELE
R 2 A BT O AR 2 4 AT S R B R
e

TETCLEE 15 b 78 3 4 il i A2k S B 5 4 A i

Cloud Service _Lelecommunication Network

1P: 202.202.0.X w

()

% UU! ices to B(]IM

=G Forge
Satellite sl:bnma Theft | | | I
Ioud Relay Signa Control @ % é @
y Sign ‘.ﬁ’

E?TEE\?CE~T1§EJ‘E%5;EEP FRETT LA S fh 3 A R
IR 5 5 JF BEAT B0 K, B 2K B 6 U B R 1 2
%E‘JEE’J“”H

TE L4050 38 {5 b, £ 24 ] WIFL RFID, # F | 21 4
28 NFC St 47T A Ll {5 s 2 g fm ok AR v, & AT LU
eI S N S TN Y S T A W0 B ol
T o) 3 v A A o B L A T L SRR 5 BT
TR AR BB A AR R B A 4 R 3 TR .

SO OO

BMS EI\{IS ESP EPS

> AP: 192.168.0.x) The Remote

@ | [
@ IR AR - TPMS MCU  PCU ADAS ECU
( Router Signal R.eplay
In.formatmn To Crack Forged Digital Certificate On-board ECU Components
~ Signal Control
e Q Near Field Communication ’
-
N T-BO
Mobils RN Z
= - /ﬁ/ Attacked Side
LM G SRl WIFI  Bluctooth ~ NFC  OBD
Fig. 3 Schematic diagram of distance and short range attacks

TE) FE {5 b R rh, 0 Tl i A OBD B H (£ 4
W RS 5 B T-BOX T 515 B L CAN SR B HoAth B4k
%&S‘c% BIF & i AR B 0 SCfE B Bl L ZE A ECU, B

BN B A4,

(3 TR R 22 4

B e I IR A 2 A o L A R S A B T A

B A7 HOHE B A5 L ECU B R4 IR & R F
E L A BARIR T B AL AL AR Z A IIRE . AR T

BOX &A% (OTA %8 OS. E# {5 B R 24 .ECU.OBD-
11 2 1714 458 05 09 48 4 W & BEAF A T 22 3. Ve X 3 15 38
DA B 35 Rt R it 4 4 30

K S S R U e S [N R ¢ iﬁ%fmﬁ#%éﬁﬁﬁﬁ
H B NS S BB 32 B R B A7 % L T RE £ 8 B % D

o BT BCT U I T | RR A T S T R R R R S
REPE A 22 A g 5 OB i 5 R B ok, R T S EOW A

BITARRE
TR RN R E A R BAE  8 3 A5 S D 80 B

T3 57 19 B B A B AS TR 5 1) 428 o L) 7Tk 4 B A R e
B R NP 3 NG S TP NG ) N = O B = 2
Tob 2 2 M » TG PR R AR A 2R G0 S RVACHG 1R AT £ 1
Foe gL,

B FR 2 A AR BRAE < 7 2 g T 2 2 B A
AT BEAE LRI 1) S0 AT L S 9 A L BE L Al A 1) A5 A Tl B
A RV, T BN AR R A2 38 AT B AR 0 BOHE B 5 A 56 R 55
TR B B A RETE R 2 AR F T AL . A i i 2R
A 4 s .

() Q\
N 4 [~ NG
Attack Side o0l o Lo Senits € o
2G/3G/AG/5G User Q
Interference x Michile Phione
Ghost Touch —
Mobile Phone Terminal Data Theft OS Attack Contact Attack *)) <
X Services to Forge OTA Attack .
Stepping SQL Injection Cryptanalytic Attack
Centeral Attack OTA Virus Side Channel Attack
Control Vehicle Entertainment Information System .- . - =+ . ReplayAttack
System (Location, Navigation, Entertainment) o= o oo oo o | Tampering Attack
USB/AUX Port Fake Attack

On-board Central Control Display

Signal Transfer
Physical Attacks

Data|Flow

Gateway System

Vehlcle ateway Physical Contact Attack @ -

CAN BUS

ECU Control System

& 4

ECU
B
W Physical Catact Attack
TPMS BCM BMS EMS ESP EPS

TR A5 T AR A

Fig. 4 Safety diagram of on-board terminal



344 Computer Science TEHMEL2:  Vol. 49,No. 4, Apr. 2022
(DB Bl Aoy 2 4> R — A EEIR Sk . B e LA E N W], 1] 1
EBRMP LU TSI E HFASE NS R B RE M BR VR AR M kAR . 4R Bk & AR B B RA BN

1 I B 55 - 6 45 1) 28 T, a0 = ML R i L AL R U 3 AR TR 55 5 0 P % 5 AR SR E A AR R AE 16 i T 1 XL

. FHLEAL 425 B2 H 00 B 24, [a] i 2 421 ™)
ZHAE AT B, FF xRS g 28 om v A Tl R T

Informatlon Interaction ¥

A Iﬁl%%%%%ﬁ%@%ﬁ%%ﬁ% AT R — 25 IR T
BRI TF A EMEWEE L2, R ZE-ME S Fis.

-False User Auth

| hY
Dos Attack lllegal / [ oo™l 1sBorie
SQL Injection Attack Access | | "g] d o
XSS Attack | Cloud | bud, ==Service |
___________ <« ———— | Service, Management |
| | Platform /I
lMegal A | s
Atthck Side Con?unj%tion Base Staffon Access,” 4 y
| ﬁ \\ Communication :
| Interference | “APP Service Interfacg
————— | Login/Registration
MEC Server | -Message Listener
|
|
|

| Disturb Signal v

Control Signal ;

WIFI Bluetooth NFC
Relay Attack _—_ *
= ) N))

Vehicle Terminal ECU Chips

(Data Transmission; Identity Authemica?tmn)

Slg,nal Clleat
_____ Privacy Disclosure
. R,

Relay Attack

-Remote Signal Simulation
-The Data Analysis

-Listen for Information
-Privacy Disclosure

-OTA Virus Implantation

"Man-in-the-middle Anack\
Privacy Disclosure
T=»
Malicious User

Oé

VI VI
System System
T-BOX1 Privatg Data T-BOX2
(Account, Password, Aithentication Certificate)

Private Data

(Account, Password, Authentication Cemﬁcate) T-BOX3 Private Data i
Account, Password, Authgntication Certificate)

1Y
System

&l 5 i I B gh 2o o A AR A R R

Fig. 5

(5) 47 N R % 4

TE AW N ER ) &8 15 b, £l i B LIN, CAN/
CANFD, MOST. FlexRay, Ethernet 25 £ F i 2% £ A Fl i 15
WA A MEEMIRER T ML REIEATHEBEF .
HAf.#4 Kk OEM | £ %R H CAN B4 5l R, ek
P25k R R 38 A 7 2 AR 8 W R VR SR M R AR
WAL B R 0 CAN B A — Lo A 12 2Rl Bk
.

D ik s N N

E CAN B2l 15 i A2 b 0 SC LA T 48 i 8 kA7 45 3%
Jii# ECU 5y 349 1T 82051 A 2R K 2% 10 B — iy 8. A&l 6 i
AN IR T % 7 2RI AR 2 S BRSO R ST L VR R AR
OB BRI e 2R B W U A

CAN Bus Transmission Mode .
.‘

BCM BMS EMS ESP EPS

i 1§ 1 g,

e i 1L
S &
MCU

PCU  ADASECU

Bus Sign:

6 CAN MERTH BALHE )y =X
Fig. 6 CAN bus message propagation mode
2) FE 4 A TH 8 IR 58
16 CAN JZR5E 15 U b, 2 28 14 4 U 4 V5 A s 0 SRR
ik B BOZ IR 08 19 ECU JCik B A Bs 19 7 504

Schematic diagram of attacking vehicleemounted terminals through mobile terminals

T 7 A DA B SR 7 O SR IR BOHE L IO A — B AR BE B
X CAN B2 SCiEA7 Pl B JF SRR A,

3) 6 2k 1 If 5

CAN L PSR — Tl o T 00 5 G AT R L i 19 (3 38, 3 b
LK BE s S BUR & 2 BIAE 46 I 55 B0k . 1k & v LA i i
PR MW T A5 T B VAR LR AT B v gl S8
ECU Joi IF % & i% R O 3.

2.2.2 FRaskEF X
(1) o 2% MR

HEE-ZBEFEIRT, ERAGS S WS a7k KR
FH P B RN A ZE AT S B B P B R R
FRACE G55 2, 76 X 245 B0 A% d o R v R BE H B D 2 MR
Tk 3 T S BT IR 5 8 3R BT 4 4 0 1 A L B AR
Sof 25 P LB SC AL S 9 CAN, LIN S48 3 47 250k 1277, 36 17 42 4
N ECU A1, 2 m TR .

(D= M55 thik

1 T ZE -2 {5 P A YO B IE Bl 2 ] Bl =
vii IR 55 422 1 Im) 2 8 26 o 1 A 1 5 DA T 55 B 4R AE R 5
BEHLIE A ECU 21 1 B0 5 2 B A0

OfFES T

25 U 1] R 3R A R 24 A B R A
155 5 ARBTG5 2 42 4 & i,

(4 B Bk

Y BT 3R AR I =
FRBE SR AR TH . 303 1 5 L 45 S B A A b, DA
TR AT,

(RO - BL s e i 7

Hele gy B Mo I BN A,



RV AF OB I AT 425k 22 A VIR B R AT S 4 A

345

(5) 9 464 iR 55

Yt o 8 A P ) 4R A L o A5 0 L R % K i AR SR
AT IUR R PR, 3 ECU T vk #2416 1E % i IR 55, TCvk AL B IE
B E i

(6) Tk

B H AR AIBUE 5 80 B SRR R R R 2% L AT gk
ITAE B AL WY G AR I E AT TIE 5 .

3 EBMEERARENY

ARICHE 2 AR T GBI B 0 £ A0 20y 5L R W
Yt T B B 25 AR 1k 09 R B 32 T AT 1 2 4 B KO BB
B REE, ERME RN 55w -s- A
SHE SR LR BB RO AR S B 4 B A Y T RS R
& o ARATRE TR R 2 A AR R T B B AR T
- AR B BT L B A RS A BE A 4 A AE BT
5 T 6 L TR D A R R B HEAT IR M B T — BT E Y
e 1 ) B (3 R YR R 2 A T 2R L DA IE R B R 2 4
3.1 FHEMREBEEEREN

W R B B 4, 2 4l B2 R 55 L (E R N ) & 4 it
RWMER LSBT EERRRRBELERNZ 2., F5
R 2 A A AR R R BT OEM T R A % 4 4 B
H5AETF &, G340 88 5 4 ik OEM T 3 42 43k 19 %
S HE AT B 0 BR IR B 4 DIE AT SE B AR S = Y
BoE 2 H

Yang FPVEFHFE AR B ERN T 2EKR, HYE
i PR A 45 it B 03 TR0 () RN 2 2 3 15 3 5 T I B L
MU ) B AR TR & A AR R TR T4
i JEL A BIATL ) 0 2 I N 22 A 40 L 4R TTE I LTE-V2X
IR T AR R SSH T 285044 4 F A Y B 0 OIE IR
%o TR A B T 27 A R R ) BB A S A, fH

SCHRC3 142t i 2040 H I 0 22 42 25 A 8 3L, DR e i 2R ) T 1
PR AE B il BOHIE 102 4 P 5 AE HEAT 20 | 2 i AN A TE I A
BT T SR T 09 0 2 S0k AT IR 3 L AR X R A IE 3 B #E AT
W3, e AT A Bk 25 1] . Huang™™ 3 F & 4 UUIE 7 204
TR T DX U A AR R AR . R X Mgk A BT
EVES OB R (R T KR DATE (Y % 4 DL &
Az R B TR A R 2 M TR B AR . R R A 2 AR
HREBHABREGFENE =TI K , 20T fg o F 80
ERGEEBRESWHME., Wan S B FRBFERHREET
T T 42 A R 2 25 K 1 B 9 S B L 3R T DX B B R R 4
P2 AR Z AR AGR T X BB R R BT I AR 58 B i 4
e PR 22 288, Wang® BT VoX 2405 F 1 5G ZEBE R %
A BRI - RGN B AR R R LR AT E A AR
V2X 22400 o B2 A ECHR HE AT A B (R R T R
HET AN ST 6 L2k R, WRE X HH R
—E BB Y KA, Chen™ A0 BT T ZE K 1 22 42 UK 55
Jiy Bt TR N R B R R G — W E R E S AL
Z I8 T &2 WL AT SRR 8 B T &L A
FE 43 10 AN HE T AH D9 [R) T AE 19 17 00 o AER LA AR O T
JZ T £ A N 2 N R 1 46 722 A By ) AL SR T A T
L s B VR P B ek R . Li 5 B4 7
T WM B R 5 T R A B B T N
A CFB YRGS VA Y AW I 3 (3 SCERE36 B = £ X
ZE I T 54 AR 1 0 A LRI A ) PR AR SR X TRT I 114
JE U I 9 A T R PR AR T . GuiT A T Y I AR I T 1
A TR HR N T A I I L A 3 A A B B AT R AR R LT
T VX AR PR AR AR R e 2 e A A L A
FRREMB N, £ 2590 T I RS R T
P57 AT R P S T TR 2 I ) 22 4 A AR R AT X L 4
LIEEE

Table 2

2 BRI AR T I

Comparison of existing IoV security architecture schemes

Research literature

Schemes

Technique methods

Application scenarios

Expandability

1. Tov security system cloud architecture
2. 1oV salety system in road Vehicle-to-Cloud
Research on the Security System 3. 1oV security system mobile terminal architec- Vehicle-to-Vehicle
[31] for Internet of Vehicles based on ture Vehicle-to-Person High
Digital Signature 4. Vehicle-side architecture of 1oV security sys Vehicle-to-Infrastructrure
tem In-car communication
5. LTE-V2X digital signature system
. 1. Digital Certificate Certification Center . .
ToV Security Technology based on . Vehicle-to-Vehicle
[32] T 2. Authorization center X Low
Anonymous Authentication R Vehicle-to-Infrastructrure
3. Blockchain
[33] Research on IoV Security Architecture 1. IoV security system based on block-chain Vehicle-to-Vehicle L
_ow
Based on Blockchain Technology technology Vehicle-to-Infrastructrure
1. Defensive system in depth
Research on 5G Internet of Vehicles y X P . Vehicle-to-Vehicle
[34] . R 2. V2X security chip based on domestic com- . Low
Security Based on V2X HSM . R Vehicle-to-Infrastructrure
mercial password algorithm
. R R 1. Unified security management platform in Vehicle-to-Cloud
Analysis and Design on Security L . .
K . . Awareness layer. Network transmission la- Vehicle-to-Vehicle X
[35] Protection System of Vehicle Net- L R . K . Middle
K yer, Application service layer, Secu-rity man- Vehicle-to-Person
wor
agement layer Vehicle-to-Infrastructrure
. 1. Network level security X .
. Survey of Internet of Vehicles Secu- X Vehicle-to-Cloud
[36] R 2. Platform level security o Low
rity . . In-car communication
3. Component level security
Research of Cryptography Applica- L Vehicle-to-Cloud
A . . . 1. V2X secure communication protocol stack K X X
[37] tion Technology in Security Com- Vehicle-to-Vehicle Middle

munication of Internet of Vehicles

. 1oV security communication system

Vehicle-to-Infrastructrure




346

Computer Science THEHFIZ  Vol. 49, No. 4, Apr. 2022

Cloud Server Vehicle APP
Intelligent Termi Vehicle System
TIoV
“4  Service Identity
; L . . Label
Identity Authentication Encipherment Protection o
Key Management Identify Label Key
Management
1 Support f Extension System

DDEA IDEA

B 7 R0 R By DAAIE A YRR 4% B4 B AR R
Fig. 7 ToV identity authentication identification and key

management system

T ISCHER AT AR T — 2 TR R B ) b R R
PR R T SO RN E 5 F B R %5 F 5 %
A EREMNB S Z ML 2EE B RMNEIRES
e v 22 Al . W ak  Sr 4 I R B AR U 3 A

Vehicle-mounted Vehicle-mounted E2E

BRI LI W B AR S LS L
A58 5 AL 46 0 B Oy b IR B A A R R AL
B 7 JroR

AERETEFHHABEMNERARR, LHFLMERR L,
B SZFE R AES, RSA 45 [ B b o 25 T 500500, 5 Bh %
T A Z2 1Y) S #E BT B AR i I OB VB A B L B
4 BIERR G A RENIKIR A B B IRS T H A BER R
55 N =7 B AR BRI B 02 UOIE 5 i 2 1 IR 55 L R AR R R
RIS B G AR T A R B R G L o IR 55 A A s 1 A
DA A 3 R R 9 7 e 0 8% 28 4 A O s 1B 1 1 A8 5 N L S
BLIE R A R R
3.2 EEMZRETAEMEIT

K RS TR AR R ) A S N PR O & I =1
st AR Bl it 3 #4341, T8 B — R Ak 14 B 453 I TE 0 Jn 2 £
TG SO AR T T G AR T R A B I I IR 2 T 2 2
e,

R BRI E 8 TR,

Extemnal Security
« ication ('7 fjj)@' D! Multifactor
N

Wireless —> ‘l’ E2E  <-Safety Cc et i C
Communication Module * Software Software

authentication
Intelligent

. . . Vehicular Safety MDM : On-board Informati
Vehicle-mounted HSM e @ . L ¥ A . Terminal n-board Information
Module —> .V — <« Situational Awareness Mobile Device % MDM {E} <+ HSM Software and Service  ICV TSP Platform
++ Vehicle Side Software Management T Module Applications
Provider

Identity Authentication
Two-way Communication
Protection

Identity Authentication
Two-way Communication
Protection

Identity Authentication
Two-way Communication Protection

System

Cloud HSM : _ i ; o i ci
ou ! ity Ao Encryption and Tilartisy Auihriiein Encry pFlOljl and Management
SubSystem Decryption Decryption Subsystem

Automotive

Hicrarchical i . P -
Management C Ve‘h,lCIC Category ) Cien‘lt:cauon Vehlcl? ( Threat Intelligence) (secumy Protection

loV Situational
Avvareness

Cloud Platform

Subsystem

Subsystem

Security Defense

System

Cloud PKT Tdentity Sign s« . e } Cloud KMS
SubSystem C management ) Gdcnnt} Sign lssuma CKC} Dlstnbutlon) (KQ\ Ma.nagcmcnt) SubSystem

Cloud TAM Multifactor
SubSystem authentication

Unified Identity
Management

TInternet of Vehicles Security Encryption and Authentication Cloud

ser Behavior Audif) Natural Pc.rson
Sclf-service

Service Platform

K8 RETEAZEIE

Fig. 8 Overall architecture diagram of system

(D) = Yt

= 0 B 22 4 i B IE = IR &5 7 % F & i
FIEREBRMNZ PRI TRE HTFHEHAEHNZ KMS 7%
& AT HEERSUINERNE IAM F 2% HTFRIES
I R 2 M HSM T RE GRESRE T RE R
BHRBHTRE REEMTREV LEBRMNZ LR E B L
M. =t m R R  HR AR T ==
R 557 & 3 ik 2657 & H2 40k B 3 bR 1R 48 2 L % 404 L S IR
5 HESTCN-TE-m AT E AR P,

() L

Fe B v A0 Y 4T 4 A AR B i & iR L FE 4 HSM
MEH 8 E2F %458 {5 M R BT 2 IR A KA A k.

EHGA TR R BRENERR G ERA WA
W — 49 B G B, 7 P R S0 15 o R AR i s R

(3) %5 il ¢ it

B B L i 4 F X A 22 4 T A OV RR 4G HSML Bk
PR 22 T TR A H RS B e #  BUAR PR A A, B AR 2L 3
AP R e & RS B 1 A5 4R AL 2 A vl i IREE S i B 1
PATE TN 25 AR 470 14 TR 55 LA A 288 B 24 3 7 5 2 i % 2 3 3
17 Bk 19 28 2 P ol S L)
3.3 FHEMINEZRF A& RAIEIT

ZEH WVIE 2= - 5 320 3R FH i 3 32 30 00 L0063 AT
Wit F BRI MR N R B EE MR AR
4 )2 Rl A AR, B R 0 B ) T R



RV AF OB I AT 425k 22 A VIR B R AT S 4 A

347

HE 12 R AL S F v [ 5 SF 5 B0 R 6 09 JT S B R L i
BB B R &5 R MRS, - FARMMAE 9
B s .

{%m‘ % Heart Beat ‘[:imm ‘W
SLB Layer 2 Hm}: E HUJ%
SLB SLB

(Server Load Balancing)

APP Layer @

Application Application Application Application ~Application

i

Server(1) Server(2) Server(3) Server(4) Server(n)
Cache Layer . ) .
Cache Cache Cache Cache Cache
Master Slave Slave Slave Slave
Data Layer . . . . .
DB DB DB DB DB
Master Slave Slave Slave Slave

B9 A RAE Z 7 & 484 5]
Fig. 9 Architecture diagram of Internet of vehicles authentication

cloud platform

TEHR WAIE = °F £ 32 35 32 5 19 9 2 B0 8088 FE b Il R T
AT & 4R AT R — 300 AR DGIE IR 55 . 42 56 AE
=B HT R B B/S 0, )5 & R S5 R F NGINX S5 3 f
AT FE NGINX 35 2 1 G835 . 7T AL F DNS £ 1P fi#
Btk 295 A W B £ 41 NGINX @ o] A58 . B A
IE = 5 2 B AR S R

(D43 A5 K25 51t

TR WAIE = F £ 32 335 18 F A0 B0 (v 48 o =X A 28 W)
SRFECHE B v P A3 TR o A 2 AR . S B T T
VISR O BEAL R UL . = °F 5 55 2 o 56 L DU 2 55 Br
PR SR LT LIS OEM T, 3 OEM J 4R LR 45 . 52
W OEM | XHALEM PR A .,

O & HY R

ERHRMIMER & Z RS RAKTY R, EHY R
A3 3 IR 55 4% B8 44 Th 9 3R AR 5 4 p M BE L KOS B R AT 5E R
T AR 55 25 Sk 3R A 4 A M i

) B IANEY 2

TR WAIE = °F & 13 FH 2 $3 BR AR A0 %l 4 85 B 3 A %0
2 W6 3R 6721 Web B IR 45 K REST API JZ i fi i
FERZE ., RERELE 0 & MATEMR S IGEE R
JeB ik 8 B AR SRR m R IR 55 2R R R B O 5
TIE ¢ 4 5w K T RN 22 B A E B8R 45 O Ak B A R, O 0
PATHERREGH P . & —F B IAIER S R — K H
JUXE R R G0 3 R R 2 P e B R PR B B KO
AT IR 55 1 4% .

T3 B A7 X B 03 DAIE A 375 SR 670 28 40 o 10 AS T 1) R 55 B
0 » BE AR UE A 55 B4 T P o SO TR R B 008 . 42 186 A IE == F
G0 05 2 R A NGINX IR %5 2%, 24 1 P g sk & -7,
NGINX ik 2| 14 BE i U, 77 LU oin NGINX = 1T 4, [ 1

A LLA T DNS £ 1P @ #ro6 i SR 24 50 43 i 3 £ 4 NGINX &
I RS R

(D B HEMIR ST %

HHE RAIE = F £ 42 L4 b B 0045 3R 55 . P A UE O
SR SE B Ik R 2 L SRS I R W4 E 2A 48 BB 5 1 IR
% REST API™ 355 i 7 A IR 45 2 400 7 8 B 00 45 3 L 4
B AL L 7 FH A LRI B 53 15 o 2 S5 A IR 45 oAb B SR, T 0 B
IR REGHAST ., Eh GO0 E MRS =2 h 1T & 08
SUIT W5 RS M5 1T 4 A RS, Y&
o P B A 2 B SR R P B R AR I 1) A, SR
T R R 45 )

£ T B 054 TR 55 1) 22 16 RO IAGIE = F 65 T R o B 00
T AT PR B N A B L B FH N P I 4B R B 003 Y 4 A A
555 3K L FO R 55 R R AR BN R 2 A < 1D A B Y B 403 R 2 2B
MG B AT B 0 1 5 2) 45 BILAURR T A7t 5 3) 48 280 &
G BB S B D B 4 B B O T AL S L B P B 0
7 BN FH 2R G0 A 0 e R 0T L I ) A 2 I ik
Fi5) B IR HE AN & . ol 55 3 5 09 AS TR AT AR 45 A IR 55 1Y
7 )17 0 A [0 DRI otk vy AR B e A7 0 0 4% A BRI 55 3k 47 K
TR,

O RIFM Y%

R YAE G 8 Redis 45 BE 42 4L 2 17 1% 45, 6F 5
[1] session ., JT T Ab BE 3 B0 DL Kb 45 12 55 o 8] 2504 8 2% 1 Ab
B, Redis 8 76 7K 32 75 I & V7 0] 6 ) (0 [ i 30 75 2230 43 40
T8 43 F e AR Sk S BV o R v A 3 D R A% 1 1 B dE O
830 H RS ) Y
3.4 FHLKRLEREIEIT

W B L T-BOX FE N8 75 28 52 B W) 45 16 A
TR R T 0 A% O B S TR BRI RS 2 RE R L R
R H AL CHE M, T-BOX B4 T L& A5 K ER
P RAESEH 428 % CAN RSB L LT AR E#T
TR o B BE K o, BB A5 S B 3 4 7 1 9 N ) BE AN
CAN R4 AR M T EE , anrd 10 Fiw.

T-BOX communication architecture
Signal Transmission

WIFI/4G/5G Signal Data communications

‘>
Mobile Intelligent Termina} | Th
| P
L b . |
Wireless Signal I](?Iv | : Cl:;::l )
| =ou agement
) = | Service : P]atf;f-:n
WIFI/Bluetooth/NFC \ : ’ b )
S e e e e e e - Cloud. Satellite Base Station,
The signal transmission WIFI/4G/5G Wl# Rz
The identity authenticati
Vehicle TerminalData communications VCu prc /o

B 10 T-BOX il {5454
Fig. 10 T-box communication architecture
(D) FE 323 (T-BOX) B {422 4 1% 3
TR B T4 T8 R R P Y B 22 A BT T2 A4 i 3



348

Computer Science TEHMEL2:  Vol. 49,No. 4, Apr. 2022

RELIFUTR AL 4 W . T E 8RR G SR e
3R DR Bl i 3 0 in A 1 BE T 48 K & CPU P4, 2
A, 5 — I, H R AR IR IE T-BOX £ R4 K
- E R RO A R R T R 3 A R i e L
R (G 500 22 42 AL i A8 78 T-BOX R4 51 5 2 A58 B %L
P (9 8 B MR IR DRUE B 2 4, 28 L TIR A T SE#L
BRUE 25 A 1Y B AE 4 30 0 4R 38 15 BB 22 & 2 ST X P b 1Y
T PR R

1) Jm % A F A CAAM itk

3 A0 2 0 2% i AR IE A B (Cryptographic Accelera-
tion and Assurance Module, CAAM) (% F1th A, e 43 it n 2%

LI AR A S R R P EGE TR M
Jr A4 B S T BB B SRR O [ B T A gt i A3 A R
Al

2)T-box F G B4 56 # AR 4 & RIS 44 TPM

N TPM BEHSR R T-box F N 4L Ay 58 B pEY L 1%
T AR T 7R T-box #21E R G 51 T shai o A N B0 i 56 %
PEEAT RS s R TE T-box I 4% .0 & G2 BUIE R & 78 R 58 m #ai
BEELEL, TPM T A5 B ) 2 B AT 55 8 - SR 3L 88 (R 14 mT A5
R AT B840 1) 58 e M R 2R 6 A 0 i T A

(2) ZE3F 435 (T-BOX) B 2 4 53

LRI T FE A A L A 32 38 I 46 IR B L A TE 4R S R
R B A O (1 O DL ST W 85 F 45 £ B I 4% {5
S EE A AR X S A e R TR G R R, T
7 P LLE S A W 30 A UE 1 Ak 2 AR R
20T AT 57 UV P9 kL I B {5 B BT 7 2 P S
HKYB BT

gL e A L Y U A v A L S R R RS

IAE RN 22 HLE . 2T T-BOX A5 % 4R & K
W 11 R B ST R HLE AR B AT .
D IATEL I

TAAEHL I %0 F3 P 09 B 0 38 47 30 40F , DA RR e 5 2 1
FCEERUR P Al DL FH R 4% B U

2)Jm % B

T L ) 0 2 % 0 BOHE IR AT 2 L DR IE TC 28
SR BT IO Y R o B AT,

@ Data Integrity @

Mutual Mutual
{E} Authentication Authentication
«— «—>
Wireless
In-vehicle ECU T-Box Communication
. A Module

: @ : I -
ﬁ Data Encryption @ @ Data Encryption N)) ”.?\
()

B 11 T-BOX K fF4 4 et i

Diagram of T-Box software security encryption design

Fig. 11
B HINIET %
FHE P B R RS HF G0 R G e P 4R A B iy

TAUEJ7 58 R FIAE 45 Ik 55 7 B TAE, IR 4E 3 MR CA IR %5
. N AR BERT A B AR O A & R IS A
WEMRS g AMS & EHACK A FOA. T
BOX 45 B3 200 18 5 0 A UE 45 BF 5 45 45 30 B0 00 A E iR
% dEd T-BOX A HLIR &5 4 . 5 B H T T-BOX, WAIE £
WK 12 fios,

Root CA server

Disgibution Certif{cate

T-BOX
Management
Server

AS
(Application Server)

Digital Envelope
+

Digital Signature

«—

Digital Envelope
+

hallenge R +HMA!
Challenge Respor; < Digital Signature

_ Password Q
<

User

Challenge
__ResponsetHMAC

>

5

B 12 T-BOX &3 ikiE 5%

Fig. 12 T-Box authentication scheme

T-BOX

3.5 ERERIKHRLEERIT

HREB KNGS = v E . BE T R &t = IR
55 45 B B B 4 it Rk I AR A T U 2 R B A i A
7] RE £ O 1 75 4R 2 5 0 R AL 2h 4 i 1 L 57 IORS B i
AR BHBIRGE . AT w5 5 AR A B & 777 1
U T TS BONAE 2K /L, T B2 A8 WU AT 50408 38 1. 2 Wi S
G 3T IAIE . 5 AR A 3 2 il 1 BB DIE AU H5 5 B Bl 48 o
5 70 9 R A] B 0 DAIE R RE RS 3h & 5 = 0 19 B O DAIE
meE 13 fiR .,

1

Enter Authentication Function

The Target
Application
(Car Terminal,
Mobile Terminal,
etc.) 5

2 I .|| Authentication

Result

Dynamic|op cogel

Open Enter the |yoo0¢ _[Verifica-
i 5 '~ | Verifica- =
Mobile APP) - Certification, c[iouca tion
estures )

Password Finger- | [0

print | yerifi-
o Verifica-
Unique Name tion cation -
Group Authentication

Server

Mobile Client APP

F 13 R 3% sl e 24 T

Fig. 13 Diagram of mobile client authentication architecture
3.6 XMILREBREERE

WAL L ESRR T RABeTE T — B A U Y T Bk
BEEMENERR T EE-S - F 5N BBk &
SYE TR AEAE . AT B ST IR U 5 R [
iz A 2R BE AT XE B4 A, DA I 06 R AR R U5 R B S BE
F3FUN T KRR 5 B2 AR e IR R A HOR BRI AR
SCTT R H AR BT R, B AR AR SO BT S E K N
BETMEX — 4518,



RV AF OB I AT 425k 22 A VIR B R AT S 4 A

349

3 REFBEL R L

Table 3

Contrast with automotive information safety standards

Technical Requirement(True/False)

Automotive information Scheme in

security standards this paper
Identity authentication( True/False) True True
Access control (True/False) True True
TIoV server security protection Security audit (True/False) True True
Resource control( True/False) True True
Malicious code prevention ( True/False) True True
Access control (True/False) True True
Data security protection Security audit (True/False) True True
Malicious code prevention (True/False) True True
Network topology(True/False) True True
Access control(True/False) True True
. . Security audit(True/False) True True
Network security protection . X
Malicious code prevention(True/False) True True
Network equipment protection( True/False) True True
Network security monitoring( True/False) True True
Identity authentication( True/False) True True
. Access control( True/False) True True
Platform safety protection . .
Security audit(True/False) True True
Open interface security(True/False) True True
Identity authentication( True/False) True True
X . X Access control( True/False) True True
Apply service security protection i .
Security audit( True/False) True True
Resource control( True/False) True True
TAM(True/False) False True
Others . . .
CAN-Bus security protection(True/False) False True
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